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1. OOmmue nmonoxenus

Hacrosimee «Ilonoxenue 06 00pabOTKe U 3alIUTE MEPCOHATBHBIX TaHHBIX B
uHpopmarmonusix cucremax MBOY «COII Ne4y» r. CanaBata (nmainee —
[Tonoxenue) pazpaboTaHo B COOTBETCTBUU ¢ 3akoHOM Poccuiickoit denepanuu ot
27 wrona 2006 roga Nel52-@3 «O mnepcoHanbHBIX JaHHBIX», [locTaHOBIEHHEM
[IpaButensctBa Poccuiickoit @eneparuu ot 1 Hos6ps 2012 roma Ne 1119 «O6
YTBEPKJIECHUU TPEOOBaHUH K 3alllUTE MEPCOHATBHBIX JAHHBIX MPU UX 00padOTKE B
MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHAJIBHBIX JaHHbIX». llonoxxenue pa3paboTaHo
B LIeNsAX o0ecrieyeHus: 6€30MacHOCTH MepCOoHaIbHBIX AaHHBIX (Hanee — I1/IH) nmpu
ux o0paboTke B MHGPOPMAILMOHHBIX CHUCTEMAaxX MEPCOHaNbHBIX AaHHbIX MBOY
MBOY «COHI Nedy r. Canasara (manee — UCITIn).

[Tonoxenue onpenensier nopsaok padorst MbBOY «COILL Nedy r. CanaBara
(manee - OY) B UCIIIn B uyactu oOecneuenust Oe3omacHoctd I[IJ[H mpu ux
00paboTKe, MOPSAJOK MCIIONB30BAHUSL CPEACTB 3alUThl MH(pOPMAIMH, Pa3paboTKy
U IPUHATHE MEp MO MPEAOTBPALICHUIO BO3MOXKHBIX OMAaCHBIX MOCIEICTBUN TaKUX
HapylIeHUH, TOpSAJOK MPUOCTAHOBKM mpegoctasienus [IJlH B ciayuae
oOHapy>KeHUs HapyIICHUI pu uX 00paboTKe, MopsAI0K 00yyeHus: KouiekTuBa OY
npaktuke pabotel B HCII[IH, mnOpsmoK KOHTPOdS COOJIOICHUS YCIOBUU
UCIIOJIb30BAHMS CpEIICTB 3aIUTHI uH(pOopMaIH, PEeyCMOTPEHHBIE
AKCIUTyaTallMOHHONM W TEXHUYECKOW JOKyMEHTalueW, ImpaBuia OOHOBIEHUS
OOIIIECUCTEMHOT0 W MPUKJIAJHOTO HPOrpPaMMHOr0 oOecleyeHus, IpaBuiia
OpraHu3alui aHTUBUPYCHOM 3amuThl ¥ maposibHOM 3amutel MCIIIH, mopsmok
OXpPaHbI U JOIyCKA IIOCTOPOHHUX JIMI B 3aIIHIIAEMbIE TIOMEILIECHUS.

2. Ilopsinok mpeaocTaBjieHUsI 10NYCKa Mojib3oBaTtesieii k padore B UCIIIn

Hactosmuii nopsnok onpenensaetr aekictBua koswiektuBa OY B UCIIH B
gactu obecnieueHus: 6e3omacHoctH I1JIH pu ux o6padorke B UCII/IH.

[lepBoHauanbHbIll  gomycK monb3oBaTenedt k  pabore B UCIIn
OCYIIECTBIISIETCS HA OCHOBAaHUU NMPHUKA3a, KOTOPbIM u3mgaeTcss aupekropom OV
(manee mupexTop). B mpukase onpezensieTcsi CIUCOK COTPYAHUKOB, JOIMYIIEHHBIX
k padote B UCII/IH.

C muenpto oOecredeHUs] OTBETCTBEHHOCTH 3a BEACHUE, HOPMAJIbHOE
(GYHKIIMOHUPOBAHWE W KOHTPOJIb PAOOTHI CPEACTB 3alUThl HWH(OpMAIUU u
BBITIOJTHEHUS HEOOXOIUMBIX MEPOMPUATHNA M0 obecreueHuto 0e30macHOCTH B
NCIIJIH nupekTopoM Ha OCHOBAHWMU NPHUKA3a HA3HAYACTCS OTBETCTBEHHBIN 3a
OpraHu3anuio 00padOTKU MEPCOHATBHBIX TaHHBIX.

OTBETCTBEHHBI 3a OpraHu3alni OOpa0OTKH NEPCOHAIBHBIX JaHHBIX
00s13aH, O3HAKOMHTCS C WHCTPYKIIMEH OTBETCTBEHHOTO 3a OpTraHU3AIHIO
00pabOTKH MEPCOHANTBHBIX TAHHBIX TIO]T TOATHCH.

OTBETCTBEHHBI 3a OpraHu3alui OOpadOTKHM TNEPCOHANBHBIX JAHHBIX
BHOCHUT MPEJIJIOKEHUE AUPEKTOPY O HA3HAUEHUU aIMUHUCTPATOpPa OE30MaCHOCTH.
AIMUHHUCTPATOP OE30MACHOCTH HA3HAYAETCS IUPEKTOPOM Ha OCHOBAHUH MPHKA3a.

AnMuHHCTpaTOop 0€30MacHOCTH 0053aH, O3HAKOMUTCA C HHCTPYKIIHEH
aJMUHUCTPATOPY 0€30MaCHOCTU MH(OPMAIIMK HA aBTOMATU3UPOBAHHBIX CUCTEMAX
00pabotku TmepcoHaNbHBIX JMaHHBIX MBOY «COIIl Ned4y 1. CamaBata moj
MOJAMUCH.



C uenpio coOJIIOIEHHS PUHIINIA TEPCOHAIBHON OTBETCTBEHHOCTH 3a CBOU
JNEUCTBUS KaXXJOMY COTPYAHUKY, nonymieHHomy k padore B MCIIJIH, momxHO
OBITh  COMOCTaBJIEHO MEPCOHAJIBHOE YHUKaIbHOE MMsS (y4deTHass 3aIuch
0JIb30BATENIsA), O/ KOTOPBIM OH OyAET peructpupoBathes, U padorats B UCII/IH.
Hcnonb3oBaHue HECKOJIBKUMHU coTpynHukamu npu padore B UCII[IH onHoro m
TOT'0 K€ UMEHHU I10JIb30BaTENS 3aIPEILEHO.

B nmanpHeleM, mnponeaypa peructpanuu - (Co3AaHUs  YUYETHOM — 3aluCH)
MOJIb30BaTeNIl U NpeNocTaBieHUs emy (WIM HM3MEHEHHUs €ro) mpaB JocTyna K
pecypcam UCIIIH nHUIMUpyeTCS aAMUHUCTPATOPOM 0€30MacHOCTH.

CoTpynHHKY, 3aperHCTPUPOBAHHOMY B KadecTBe HOBOro mnoms3zoBatens WCII/H,
coO0IIaeTcsi MM COOTBETCTBYIOUIEIO €MY IOJb30BaTeNii M MOXKET BbIIaBaThCS
nepcoHadbHBIM  uaeHTUuPuKaTop (st paboOThl B peXUME  YCHIIEHHOM
ayTeHTU(UKalMK) U HAayaJbHOE 3HAYEHUE MapoJid, KOTOPOE OH 0053aH CMEHUTh
IIPU IIEPBOM KE BXOJI€ B CUCTEMY.



3. IMopsigok padorsl nouab3oBaresae UCII/In B yacTu odecneyeHus
oesonacHocTH I1/In mpu ux odopadorke B UCIIAn

Ilonp30BaTens MMEET NMpaBO B OTBEACHHOE €MY BpEMsl pEIIaTh IOCTABICHHBIC
3a/1a4M B COOTBETCTBUH C IMOJHOMOUYMSMU AocTyma k pecypcam UCII/H.
[Tonp30Barenb HECET OTBETCTBEHHOCTh 3a MPABUIBHOCTh BKIIOYEHUS U
BBIKJIFOUEHUSI MEepCcoHaNbHbI KoMmmbloTep (nanee — I1K), Bxoma B cucremy u Bce
neiictBus npu padore B UCII/IH.

[lepen nauamom pabotel B UCIIH, corpyanuku OV, gomyiieHHbIE K paboTe ¢
[I/lH, UOpUHHMAIOT TOJ MOANKCH O00A3aTEJbCTBO O HepasIrJIaAleHUHU
nepcoHaNbHBIX AaHHBIX ([Tpunoxenue 2).

[lonb3oBaTenb  00s13aH, O3HAKOMUTCA €  HMHCTPYKUIMeHl  MoJb30oBaTels,
OCYLIECTBJIAIIEr0 00padoTKy mepcoHadbHbIX JaHHBIX MBOY «COIIl Ne4y r.
CaymaBata, a TaKke ¢ HHCTPYKIHeH I0Jb30BaTeNs, MO INPOBEACHUIO
AHTHBHPYCHOT0 KOHTPOJISI HA 00beKTaxX BbLIYHUCIMTEIbHOH TexHuku MBOY
«COII Ned4y r. CanaBaTta noJ1 IOAMIUCH.

Bxox monp3oBaTenss B CUCTEMY JOJDKEH OCYILIECTBISATHCS IO BBIJABAEMOMY €MY
NEPCOHAIBHOMY IAPOJIIO;

3amuch uHpopmanuu, coaepxkamed IIJ[H, g0MKHA OCYHIECTBIATHCS TOJNBKO
HOcHUTENU MH(OPMAIMU, COOTBETCTBYIOIIUM 00pa3oM yuteHHbie B JKypHaie ydeTa
3amunaeMbix Hocutenet mupopmarmu (Ilpunoxenue Ne 3). OTBETCTBEHHBIM 32
BezieHue JKypHana yyeTa sBIsSeTCS aMUHUCTPATOP O0€30MMaCHOCTH;

[Ipu pabore co ChEMHBIMU HOCHUTEISIMU MH(GOPMAIMH TOJb30BATENh KaXKIbIN pa3
nepen HayaioM paboThl 0053aH TMPOBEPUTH HUX HAa OTCYTCTBHE BHUPYCOB C
UCIIOJIb30BAHUEM IUTATHBIX AHTUBUPYCHBIX IPOrpaMM, YCTAaHOBJICHHBIX Ha
kommelorepax MCII[n. B ciayuae oOHapykeHHs BHPYCOB TOJIb30BaTelb 00s3aH
HEMEJIEHHO NPEKPATUTh UX HCHOJIb30BAaHUE U JEHUCTBOBATbH B COOTBETCTBUU C
tpeboBanusamu nanHoro [lonoxenus;

Kaxnaplli  COTpyAHWK, VyYaCTBYIOIIMA B paMKaX CBOUX (YHKIIMOHAJIBHBIX
obs3anHOCTe uMmeromuid noctyn k [1K, mporpammHoMy oGecriedeHuto u JaHHBIM
NCII/In, HECET MepCOHATBHYIO OTBETCTBEHHOCTD 3a CBOU JICHCTBUS U 00sI3aH:

- CcTporo coOJI0JaTh YCTAHOBJIEHHBIE TIpaBWiIa oOecredeHus Oe30MacHOCTH
uHdopmaImu npu padbore ¢ mporpaMMHBIME 1 TexHU4Yeckumu cpeactBamu UCII/IH;
- 3HaTh W CTPOTO BBHINOJNHATH TMpaBuUiia pPabOTBI CO CPENCTBAMH 3alUThHI
uH(popMaImm, ycTaHoBJIeHHbIMHA Ha KoMmbioTepax MCIIH;

- XpaHUTh B TailHe CBOM NapoJib (MapOu) U ¢ YCTAHOBJICHHON NEPUOIUUYHOCTHIO
MEHSTh CBOM MapoJib (Mapoin);



- XpaHUTh YCTAHOBJICHHBIM TMOPSAJIKOM CBOM PEKBU3UTHI JJIsI BXOJla B CHUCTEMY B
HEJOCTYITHOM JIJIsl IOCTOPOHHUX MECTE;
- BBINOJIHATH TPeOOBaHMS MO OpPraHUW3allUM AHTUBUPYCHOW 3alIUTHl B MOJIHOM
o0BeMe.
HemenneHHo u3BECTUTh aJMUHHUCTpATOpa HH(POPMALMOHHON O€30MacHOCTH B
cillyyae yTepu HHAUBUIYATBHOTO YCTPOWCTBA HACHTU(DUKAIMKU (KII0Ya) WU TPU
MOJIO3PEHNN KOMIPOMETAllMd JIMYHBIX KIIOYe U mapojied, a Takxke MpH
O0OHapyKEHUU:
- (haKTOB COBEPIIICHUS MOMBITOK HECAHKIIMOHUPOBaHHOTO focTyna (manee - HCJI)
NCIIdH;
- HECAHKIMOHWPOBAHHBIX W3MEHEHUNW B KOH(QUrypaluu MPOrPaMMHBIX WU
anmapaTtHbix cpeacts UCII/IH;
- OTKJIOHCHUH B HOPMaJIbHOW pabOTe€ CUCTEMHBIX W MPUKIAJTHBIX MPOTPAMMHBIX
CpelncTB, 3aTpyaHsitomux okcruryatauudio IIK, Bbixoga w3  crpos Wiud
HEyCTOWMUMBOTO (yHKIMOHUpOBaHUs y3i0B [IK unu mepudepuiiHbIX yCTPOWCTB
(cxaHepa, MpUHTEPA U T.I1.), & TAKXKE NMEPeOOEB B CUCTEME DIIEKTPOCHAOKEHMUS;
- HEKOPPEKTHOro (PYyHKIIMOHUPOBAHHUS YCTAHOBJIICHHBIX HA  KOMITBIOTEPHI
TEXHUYECKUX CPEJICTB 3alUTHI;
- HETIPEAYCMOTPEHHBIX OTBOJIOB KaOeseil U MOJKII0OYEHHBIX YCTPOUCTB.
IMosb30BaTe 110 KATErOPUYECKHU 3aNpenaeTcs:

- HCTIOJIb30BaTh KOMITOHEHTHI MPOTPAMMHOI'0 M alapaTHOrO oOecredyeHus
ITIK B HEecmy)XeOHBIX TETIAX;

- CAMOBOJIBHO BHOCHUTh Kakue-nmM0O H3MEHEHHS B  KOH(UTypaiuio
anmapaTtHo- nporpaMMHbIX cpencts MCII/IH wnn ycraHaBnuBaTh JOMOJHUTEIBHO
mo0ble MPOTpaMMHBIE U amnmapaTHbIe CPEJCTBA, HE MPEAYCMOTPEHHBIE apXHWBOM
JTUCTPUOYTHUBOB YCTAHOBIEHHOTO IPOIPAaMMHOTO 00€CIIeUeHUs;

- OCyHIeCTBIATh 00pabotky IIJIH B mpUCYTCTBUU TMOCTOPOHHUX (HE
JOMYIICHHBIX K JAHHOW MH(pOpPMAIIUN ) JTHII;

- 3aMTUCHIBaTh M XpaHuTh [1/IH Ha HEYYTEHHBIX HOCUTENAX HH(POPMAIINH;

- OCTaBJISITh BKJIFOYEHHBIM 0O€3 MPUCMOTPA KOMITBIOTEP, HE aKTUBU3HPOBAB
cpenctia 3amuThl oT HCJ[ (BpeMeHHyI0 GJ10KHMpPOBKY SKpaHa U KJIaBUATYPHI);

- OCTaBJIATh 0€3 JTMYHOTO MPUCMOTpPA HA paboueM MecTe WM Tne Obl TO HU
OBLJIO CBOE TIEPCOHATIBHOE YCTPOMCTBO MACHTU(PUKAIINY, HOCUTEIN WH(MDOPMAITUHU U
pacneuatku, cogepxamue [1J1H;

- YMBIIIJIEHHO HMCTIOIH30BaTh HEJOKYMEHTHPOBAHHbBIE CBOWCTBA M OIITUOKU B
MPOrpaMMHOM OOECIIEUeHHH WM B HACTPOMKAX CPEACTB 3AIIUTHI, KOTOPbIE MOTYT
MPUBECTH K HapyIeHuto kKoHpuaeHnuansaoctu [1/1H;

- pa3Memarb cpencTBa oToOpakenust nHGopManuu (MOHHUTOpP, TMPUHTEP U
T.I.) TaKUM 00pa3oM, 4TOOBI C HHUX CYIIECTBOBaja BO3MOXKHOCTh BHU3yallbHOTO
CUUTBIBAaHUSA UH(POPMAIIUU TOCTOPOHHUMU JIULIAMH.

AIMHMHHUCTPATOP 0€30MACHOCTH 00513aH:

- 3HaThb COCTaB OCHOBHBIX M BCIIOMOTATEJIbHBIX TEXHUYECKUX CHUCTEM H
cpeacts (aanee - OTCC u BTCC) ycranoBieHHbix U cMoHTHpoBaHHBIX B UCII/IH,
MepeUeHb UCIOIb3yeMOro mporpaMmHoro ooecrneuenus (nanee - [10) 8 UCIIH;

- TPOU3BOJUTH HEOOXOJUMbIE HACTPOUKH MOACUCTEMBI YIPABICHUS
noctynom yctaHoBieHHbIX B MHCIIJIn C3M or HCJI u compoBoXxaaThb HUX B



IIPOLIECCE DKCIUTYaTAllUH, IIPA ITOM:

- peanu30BbIBaTh MOJTHOMOYHUS H0CTyNa (UTEHUE, 3aMUCh) I KaXI0T0
MOJIB30BATENIA K 3JIEMEHTaM 3alllMIaeMblX HTHPOPMALIMOHHBIX pecypcoB ((aiinam,
Katajoram, puHTEPY U T.1.);

- BBOAUTH onucanus nojas3oBateieit UCII/Ixn B undopmanmonnyio 6azy
cucteMsl pazrpannyenus nocryna B UCI/H;

- CBOEBPEMEHHO YyJIaJIATh OMKCAHUs Mojb3oBaTened u3 0a3wpl manHbix C3U mpu
W3MEHEHUH CTIHUCKA JOMYIIEHHBIX K paboTe JUIL;

- MOPOBOJWTH HHCTPYKTAXX COTPYAHUKOB - MOJIb30BATEIECH KOMIBIOTEPOB IO

npaBuiaM pabOThl C MCTOJB3YEMbIMU TEXHUYECKUMH CPEIICTBAMU U CUCTEMaMH

3alUThl UHPOPMAITUY;

- KOHTPOJUPOBATh CBOEBPEMEHHOE (HE pexe 4eM OAMH pa3 B roj) MPOBEJCHUE

CMEHBl NAapoJIel s JOCTyla IOJIb30BaTeliel K KOMIIBIOTEpAM M pecypcam

NCITH;

- obOecrieynBaTh  TOCTOSIHHBIM  KOHTPOJb  BBIMOJHEHHUS  COTPYAHUKAMU

YCTAaHOBJIEHHOTO KOMILJIEKCAa MEpONpUATHII 1Mo o0ecrneueHuto 0e30MacHOCTH

unpopmarnuu B UCI1/H;

- OCYIIECTBJATh KOHTPOJb TOpPSJAKAa  CO3JaHMs, Yy4yeTa, XpaHCHHS U

UCITIOJIb30BaHUS PE3EPBHBIX U APXUBHBIX KON MAaCCUBOB JIAHHBIX;

- HACTpauBaTh U COMPOBOXIATh IMOJICUCTEMbl PETUCTPALIMU U y4yeTa JEHCTBUI

noJsib3oBarene npu padore B UCII/IH;

- OpraHuM3OBBIBaTH TNe4aTh (alIoB MoOJb30BaTENiel Ha TMPUHTEPE W
OCYIIECTBJISITh KOHTPOJIb COOJIIOJICHUS YCTAaHOBIICEHHBIX MPaBUJ M IapaMEeTPOB
perucTpanuu u yuera OyMaKHbIX HOCUTENEH nHPOpMaIIHH;

- nepuonuuecku tectupoBaTh GyHkuuu C3U ot HCJ] ¢ ucnons3oBanuem
CHEIUANbHBIX CPEJCTB aHau3a 3allUIIEHHOCTH, OCOOEHHO IMpPU H3MEHEHUU
MIPOrPaMMHON CPEBI U MOJTHOMOYHM UCIIOJTHUTEIICH;

- BOCCTAaHaBJIMBATh IPOTPAMMHYIO CPENly, IPOIPAMMHBIE CPEICTBA U HACTPOUKH

C3U nipu 60sx;

- BecTH ABe Koruu nporpamMubix cpeactB C3U ot HCJI u koHTponpoBaTh X
paboTOCIIOCOOHOCTH;

- TMEepUOANYECKH OOHOBISATH AHTUBHPYCHBIE cpencTBa (0a3bl JaHHBIX),
KOHTPOJIMPOBATh COOIIOJIEHHUE TOJIb30BATEIISIMU MOPSI0K U MpaBuUiia NPOBEACHUS
AHTUBUPYCHOI'O TECTUPOBAHUS;

- MPOBOJIUTH PA0OTY MO BBISBICHUIO BO3MOXKHBIX KaHAJIOB BMEIIATEIHCTBA B
nporecc ¢pyaknunonupoBanus UCIIJIH 1 ocyiecTBIeHNsT HECAHKITMOHUPOBAHHOTO
JOCTYTAa K HH(POpMALIMKN U TEXHUYECKUM CPEJICTBAM BBIYMCIUTEIBHON TEXHUKH;

- ob0ecneuynBaTh CTPOTrO€ BBIMOJTHEHUE TpeOOBaHWN MO 00€CIeUeHUIO
O6e3omacHocTH WH(OpPMAIMU TPH OPTaHU3AIMK TEXHUYECKOTO OOCITYKUBaHUS
NUCII[x u oTnpaBKe €ro B peMOHT (KOHTPOJIUPOBATh 3aTHUPAHUE MEPCOHATBHBIX
JAHHBIX HA HOCUTETSAX HHPOPMAIIHHN );

- MPUCYTCTBOBaTh (y4yacTBOBaTh) B paboTax MO BHECEHUIO M3MEHEHUH B
amnmnapaTHo- mporpaMmMuyto koHpurypanuo UCIITH;

- Bectu JokymeHTanuio Ha MCIIIlH B COOTBETCTBUU C TpeOOBAHUSIMHU
HOPMAaTUBHBIX JOKYMEHTOB.



4. IHopsinok pe3epBUPOBaHUS U BOCCTAHOBJICHHS PA00TOCIIOCOOHOCTH TEXHUYECKHX
CpeICTB, IPOrPaAMMHOI0 o0ecneYeHus, 0a3 JaHHbIX, 3alUIAeMOi HHGOPpMALIUU U
CPeACTB 3aIUThLI HH(pOPMaLHH

Hacrosimmii mopsgok omnpenenseT OpraHu3alMi0  pPEe3epBUPOBAHMS U
BOCCTaHOBJIEHHUSI PAOOTOCIIOCOOHOCTH TEXHUYECKUX CPEICTB M IMPOrpaMMHOIO
oOecrieueHus1, 6a3 JaHHBIX U CPEJCTB 3alUThl HH(POpMALUK.

AnmuHucTparop 0€30MacHOCTH 00s13aH OCYIIECTBIATh NEPUOIUYECKOE
pe3epBHOE KOMMPOBAHKE MEPCOHAIBHBIX TAHHbIX.

Hocutenu wundopmanuu, mnpeaHa3HAYEHHbIE IS CO3/JaHMS pPE3EpBHOU
KOIUU M XPAHECHUS NMEPCOHATBHBIX JaHHBIX, BBIIAIOTCS YCTAHOBJICHHBIM MOPSIKOM
aAMUHUCTpaTopoM Oe3zonacHocTd. [lo OKOHYaHMM TIPOLIENYPbl PE3EPBHOTO
KOITUPOBAHMS DJIEKTPOHHBIE HOCHUTEIM CAAIOTCS Ha XPaHEHHE aJIMUHHUCTPATOPY
0€30MacHOCTH, WIH TUPEKTOPY.

[Ipu BoccTaHOBIEHHH PAOOTOCIOCOOHOCTH MPOTPAMMHOTO OOECTICUEHHUS
CHayajla OCYHIIECTBIISIETCS PE3EpPBHOE KOIMMPOBAHHE 3allUIaeMoi WHGOpMaIH,
3aTeM MPOU3BOJUTCS TOJIHAS JEUMHCTAJULIIUS HEKOPPEKTHO paboTaroIlero
IPOrpaMMHOT0 00ECIICUCHHS.

BoccranoBnenue mporpaMMHOro 00ecTeYeHHs] MPOU3BOJAUTCA TMYTEM €ro
MHCTALISIIMU C UCTIOJIb30BAHUEM STAJOHHBIX JUCTPUOYTHUBOB, XpAHEHUE KOTOPHIX
OCYIIECTBIISIETCS] aIMUHUCTPATOPOM O€30MaCHOCTH B CIIEIIMAIBHOM XPaHUJIHUIIIE.

IIpu pabore Ha kommbroTepax WCIIJIH pexkoMeHIyeTcss HCIOJb30BaTh
UCTOYHUKH OecriepeOOMHOro MUTAHUs, C IENbI0 MPEJOTBPAILCHUS MMOBPEKICHHUS
TEXHUYECKUX CPEJCTB U (WJIK) 3amuiaeMoil nadopmalmi B pe3yibTaTe cOOeB B
CETH DJIEKTPOITUTAHMS.

ITpu BoccTaHOBIICHHH pabOTOCIIOCOOHOCTH CPEJICTB 3alUThl HHOOPMAIIUH CIICTYET
BBITIOJTHUTH UX HACTPOUKY B COOTBETCTBUU C TPEOOBAHUSIMU O€30MACHOCTH
UH(GOpPMAIINH, U3JI0OKEHHBIMU B TEXHUUYECKOM 33/IaHUH HA CO3/IaHUE CUCTEMBI
3aIlUThI IEPCOHANBHBIX TAHHBIX. BoccTaHOBIEHNE CPEACTB 3aIIUTHI HH(MOPMAITUU
MIPOU3BOJIUTCS C UCTIOIH30BAHUEM ATATOHHBIX CEPTUPUIIMPOBAHHBIX
IUCTPUOYTHBOB, KOTOpPbIE XpPAHATCA Yy aIMUHUCTpaTopa 6e3onacHocTH. [locne
YCTEIIHON HACTPOUKH CPEICTB 3aIIUTHI HHPOPMAIIMA HEOOXOAMMO BBITTOJHHUTH
pE3epBHOE KONMMPOBAHUE HACTPOEK JAHHBIX CPEACTB C MIOMOIIBIO BCTPOCHHBIX B
HUX (QYHKIIUH Ha 3apETHUCTPUPOBAHHBIN HOCUTEIb.

OTBETCTBEHHOCTH 3a IIPOBEJICHUE PE3EPBHOIO0 KONUPOBAHMS, MEPONPUATHN
10 BOCCTaHOBJIEHUIO PaOOTOCIIOCOOHOCTH TEXHUYECKUX CPEACTB, MEPOTIPUATHIL 11O
BOCCTaHOBJICHHIO CPEJICTB 3aIIUTHI HH(GOPMAIIMN BO3JIAraeTcsi Ha aMUHUACTpATOpa
0e30MacHOCTH.

d. IMopsnok o0yuenus nepconasia npaktuke padorsl B UCII/IH B
yacTu odecneveHnsi 0€30MACHOCTH MEPCOHATBHBIX JTAHHBIX

[Tepen naganom pa6otsl B UCII/IH monbp30BaTe n JOKHBI 03HAKOMHUTHCS C
TpeOoBaHUAMU HacTosIIero I1omoxxeHus noa moaANucCh;



[Tonp30BaTeNH JOJKHBI IPOAEMOHCTPUPOBATh AIMUHUCTPATOPY O€30IaCHOCTH
HaJIM4Kue HEOOXOAUMBIX 3HAaHUW U YMEHUH JJI BBIIIOJIHEHHS TPEOOBAHUN HACTOSIIETO
[HonoxeHus;

OTBETCTBEHHBIM 33 OpPraHu3alio 00y4eHHUS U OKa3aHHe MEeToAnYecKoi nomouu B OY
ABJIIETCS AJIMUHUCTPATOp O€30IaCHOCTH;

6. IIpaBnijia aHTUBUPYCHOM 3aLUThI

Hacrosmue npaBuina omnpenenstoT TpeOOBaHUS K OpraHU3aIMU 3alluThl
oowvekra MCII/[IH oT pa3pyiaroiiero Bo3aeUCTBUS BPEIOHOCHOTO MPOrpPaMMHOTO
oOecrieueHusl, KOMIBIOTEPHBIX BHUPYCOB U YyCTAaHABIWBAE€T OTBETCTBEHHOCTH
PYKOBOIUTENS U COTPYAHUKOB, OJKCIUIyaTUPYIOUIUX U  COMPOBOXKIAIOIINX
koMmnbloTephl B coctaBe MCII/IH, 32 uX BBITIOJTHEHHUE.

K ucnonb3oBaHHI0 HA KOMIBIOTEPAX JOMYCKAKOTCS TOJIBKO JIMIICH3MOHHBIC
AHTUBHUPYCHBIE CPEJICTBA;

VYcraHoBKa M HaudajbHasi HACTPOMKA CPEACTB aHTUBUPYCHOT'O KOHTPOJISI Ha
KOMITbIOTEpaX OCYIIECTBIISICTCS aIMUHUCTPATOPOM OE30MaCHOCTH;

AIMUHHUCTPATOpP 0€30MACHOCTH OCYIIECTBIISICT MEPUOANIECKOE OOHOBIICHUE
QHTUBHUPYCHBIX CPEJICTB U KOHTPOJIb UX pab0OTOCTIOCOOHOCTH;

Apnbik (cchbUIKa) JJIs 3alycKa aHTUBUPYCHOM MPOTPaMMBbl JIOJKEH OBITH
JOCTYIIEH BCEM I0JIb30BATENISIM HH(POPMAIIMOHHON CUCTEMBI;

ExenenenbHo B Hawaine paboThl, TOCHE 3arpy3Kd KOMIIBIOTEpA B
aBTOMAaTHYECKOM PEXKUME IOJKEH IMPOBOJMTHCS AHTUBUPYCHBIN KOHTPOJb BCEX
JUCKOB U (haiiJIoB KOMITBIOTEPOB;

O06s13aTenbHOMY aHTUBUPYCHOMY KOHTPOJIIO MOJJICKUT JIt00as nHGOpMaIus
(TexctoBbie ¢aiinbl a00bIX (popMaroB, (aiyibl TaHHBIX, UCTOJHIEMBIC (aitibl),
uHpOpMaIHs Ha ChEMHBIX HOCHUTENSX (MarHUTHBIX IucKaX, JeHtax, CD-ROM u
T.11.). KoHTpOoas ucxoasmieit nudopmamnmu
HEO0OXOIMMO TIPOBOJUTH HEMOCPEICTBEHHO IEpe]] apXUBUPOBAHUEM U OTIPABKOMN
(3amuChIO Ha CHbEMHBI HOCUTEID);

@aiiyipl, TOMEMIAEMBIE B AJIEKTPOHHBIM ApPXWB HAa MArHUTHBIX HOCHUTEIISX,
JIOJIKHBI B 00513aT€TLHOM TOPSIKE MPOXOAUTh AHTUBUPYCHBIN KOHTPOJIb;

YcranaBnuBaeMoe (M3MEHIEMOE) MPOrPaMMHOE 00ECTICUCHHE JOHKHO OBITh
MpeABapUTEIbHO MPOBEPEHO HAa OTCYTCTBHE BUpPYcoB. HemocpenctBeHHO mocie
YCTAaHOBKM  (M3MEHEHHs])  IPOrpaMMHOIO oOecrieueHusT  KOMITBIOTEPA,
aIMUHUCTPATOpPOM OE€30MAaCHOCTH JOKHA OBITh BBHITIOJHEHA AHTUBHUPYCHAs
nposepka UCIT/H;

Ha xoMmbloTepbl mojib30BaTeNel 3ampeniaercsi YCTaHOBKAa IMPOTrPaMMHOIO
oOecrieueHusi, HE CBA3aHHOTO C BBIMOJTHEHUEM (GYHKIWN, MPETYCMOTPEHHBIX
TEXHOJOTUYECKUM TMPOIIECCOM 00pabOTKH WHGOPMAITHH;

[Ipy BO3HUKHOBEHUH MOJO3PEHUS] HA HAJUYUE KOMIIBIOTEPHOIO BHUpYca
(HeTunuyHasg padboTa mporpaMm, MosiBieHHe rpa)uuecKux U 3ByKOBBIX 3(DPEKTOB,
HMCKa)XEHUN MaHHBIX, MOpornajaHue (ailioB, 4yacToe MOSBICHUE COOOIIEHUN O
CHUCTEMHBIX OIIMOKAX M T.I.) MOJb30BATENb CAMOCTOSATENbHO (WU BMECTE C
aIMUHUCTPATOPOM  0O€30MacHOCTH)  JOJDKEH  MPOBECTHU  BHEOYEPEIHOU
AHTUBUPYCHBIA KOHTPOJIb KOMITBIOTEPA.



B ciywae oOnHapykeHHsT TpU TPOBEJACHUU AHTHUBUPYCHOM MPOBEPKU
3apa)KEHHBIX KOMITBIOTEPHBIMU BUPYcaMu (hailJioB MOIb30BaATENIb O0S3aH:

MPUOCTaHOBUTH 00paboTKy nanHbix B UCII/IH;

HEMEJICHHO TIOCTaBUTh B U3BECTHOCTh O (pakTe OOHAPYKEHUS 3apaKEHHBIX
BUpycOoM (paliJIoB  aJAMUHUCTpaTOpa O€30MacHOCTH, a TakKKe CMEXKHbIC
MoApa3AeeHus, UCTIONB3YIOIINE 3TH (aliibl B paboTe;

COBMECTHO C BJAJICNIbIIEM 3apaKCHHBIX BUPYCOM (haiijioB MPOBECTH aHATIU3
BO3MOKHOCTH, JTAJIbHEUIIIETO UX UCTIOJIb30BaHMUS;

IIPOBECTH JICUCHUE UM YHUYTOKEHHE 3apaKEHHBIX (haiiioB.

OTBETCTBEHHOCTh 3a OpraHu3aluio aHTUBUpycHOro koHTposs B MCII/IH B
COOTBETCTBUM C TpeboBaHUsIMH Hacrtosmiero llomoxkeHus Boziaraercss Ha
aJMUHUCTpaTopa 0€30MacCHOCTH;

OTBETCTBEHHOCTh 3a MPOBEJCHUE MEPONPUSATUN aHTUBUPYCHOM 3alIUTHI B
koHkpetHot WCII[IH u coOmroneHue TpeboBaHuii Hactosiero Ilomoxenus

BO3JIara€rcsa Ha aIMHWHUCTPATOpaA 6630HaCHOCTI/I M BCEX II0JI30BaTEIIEH I[aHHOI‘/’I
WCTI/Tn.

7. IIpaBui1a NapoJbHOM 321U THI

JlaHHBIE  TMpaBuja  PETJIAMEHTUPYIOT  OPTraHU3allMOHHO-TEXHUYECKHUE
MEPOTPUATHS TI0O 00ECTICYCHUIO TPOIIECCOB T'eHEpaIlMK, CMEHBI U TMPEKpaIICHUS
nevictBusa naposied B UCII/IH, a Takke KOHTPOJIb JACHCTBUIN MOJIB30BaTENICH MpH
paboTe ¢ maposIMU.

OpraHu3alMoHHOE U TEeXHUYECKoe oOecleueHne IMpOoIecCOB TeHepalluu,
UCITOJIb30BAHMS, CMEHBI U NIPEKPALIEHUs JEUCTBHS MAaposell BO BCEX MOACUCTEMAX
NCII[lH u KOHTpOJb JEUCTBUI TOJNB30BaTENIe TIpu paboTe C MapoIsIMU
BO3JIaraeTcs Ha aJIMUHHUCTpaTopa O€30MacHOCTH.

I[Ipu pgoctynme mnosb30BaTedsi B CUCTEMY JOJDKHA  OCYIIECTBISATHCS
UACHTU(PUKALUA ¥ TPOBEPKa MOJJIMHHOCTH MO HICHTU(UKATOPY W Tapoiro, a
TaK)Ke C UCIOJIb30BAaHUEM DIIEKTPOHHBIX UAECHTU(HUKATOPOB.

JInuHple  mapoiaM  JAOJKHBI ~ TEHEPUPOBATHCA U PaACHpEAENsIThCS
[EHTPATIM30BAHHO JTUOO BHIOMPATHCS TMOJIB30BATEIIIMH CAMOCTOSITEIFHO C YYETOM
CIEAYIOINUX TPeOOBaHUMN:

- MapoJib JOJKEH OBITh JJIMHOM HE MEHee WIeCTH OyKBEHHO-IU(POBBIX

CHUMBOJIOB;

- CUMBOJIbI Tapoyiel s paboyuxX CTaHLM, Ha KOTOPBIX YCTAHOBIIEHO
CPEIICTBO 3alUThl MHPOPMAIUA OT HECAHKIIMOHWPOBAHHOTO JIOCTYMA, OJIKHBI
BBOJIUTHCS B PEKUME JTATUHCKOM pacKIagKH KJIABHATYPHI;

- MapoJIb HE JOJDKEH BKIIOYATh B CEOS JIETKO BBIYHCISEMBIE COYCTAHUS
CUMBOJIOB (uUMeHa, ¢amunnu, HauMmeHoBanus APM um  t1.1.), a  Takxke
obmenpunsTeie cokpamenus (3BM, JIBC, USER u T.11.);

- IPY CMEHE MapoJIsi HOBOE 3HAYCHUE JOJKHO OTJIMYATHCS OT MPEABITYIINX;

- IOJIb30BATEb HE UMEET MpaBa COOOIIATh JUYHBIN MAPOJIb APYTUM JIUIIAM.

[TonHass mnaHoBasi CMEHAa MApOJIEN MOJIB30BATENICW JOJDKHA MPOBOJIUTHCS
PETYIISIPHO, HE PEXKE OJTHOrO pa3a B TO/I.



Vnanenue ydyetHou 3anucu nosb3oBarens MCIIIH B cnyyae npexpaieHus
€ro NMoJIHOMOUYUi (yBOJIbBHEHHE, MIEPEXO]] Ha APYTyI0 padoTy BHYTPU YUPEKACHUS
U T.I.) JOJDKHA HPOU3BOJUTHCA AJMHUHHUCTPATOPOM OE€30MAaCHOCTH HEMEJIEHHO
10CJIe OKOHYAaHMS MOCJIETHErO CeaHca padoThl JAHHOTO MOJIB30BATENS C CUCTEMOM,
Ha OCHOBAaHHH NPUKaA3a AUPEKTOPA.

BHemnanoBasgs 1monHas CcMeHa MmapoJied BCEX IOJb30BAaTENIEW JTOJKHA
MPOU3BOJIUTHCS B CiIy4ae MPEKpalleHUsl MOJHOMOYMH (YBOJIBHEHHE, MEPEX0] Ha
IPYTyI0 paboTy BHYTPH YUPEXKACHUS U APYTrUe oOCTOSATENbCTBA) aAMUHUCTPATOPa
0€30MacHOCTH.

B cinydae komnpomeranuu auyHOro naposs nosb3zoBarens UCIIIH 1omkHbI
OBITh HEMEJICHHO MPENPUHITHI MEPHI IO U3MEHEHHUIO €T0 MapoJIs.

KouTpone aeiicTBuil noap3oBareneit nmpu padore ¢ NapossiMu, cOONI0ACHHE
NOPSIIKA UX CMEHBI, XPAHEHUS M UCIIOJIB30BaHUs BO3JIAracTCs Ha aJIMUHUCTpATOpa
0€30MacHOCTH.

8. IIpaBuja o0HOBJIeHHS 00IECHCTEMHOI0 H MPUKJIATHOIO
NMPOrpamMMHOro odecrnedeHust, Texun1eckoro oocayxuBanusa UCIIIn

Hacrosmue mnpaBuna periaMeHTHPYIOT obOecriedyeHrue 0e30macHOCTH
uHOpMalMK TPU TPOBEJACHUU OOHOBJIEHUs, MOAUPUKAIIUNA OOIIECUCTEMHOTO U
NPUKIIAJIHOTO MPOTPAMMHOI0 OOECIeYeHUs, TEXHUYECKOTO OOCITYKUBAHUSA U TIPU
BO3HMKHOBEHUH HEIITATHBIX cuTyarnui B padote UCIIJIH.

[IpaBo Ha ycTaHOBKY, OOHOBJIEHHE U MOAM(PUKAIMUIO OOIIECUCTEMHOTO U
IPUKIIATHOTO IPOrpaMMHOIO oOecrieueHus KOMITBIOTEPOB NCIIan
IPEIOCTaBISIETCS aAMUHUCTPATOPY OE30aCHOCTH.

[IpaBo BHeceHMs] M3MEHEHHI B KOH(MUTYpalMIO armapaTHO-TPOTPAMMHBIX
CPEIICTB 3aIIUThl HH(POPMAIIUU TPETOCTABISETCS aAMUHUCTPATOPy OE30MaCHOCTH,
10 COTJIaCOBaHUIO ¢ AupekTopom OV.

N3menenne koHdurypanuu anmapaTtHo-niporpaMmmubix cpencts WCII/Ix
KeM-J1100, KpoMe aJIMUHUCTpAaTOpa 6€30MaCHOCTH 3aIPEIICHO.

VYcranoBka uiau obHoBieHue nojacucteM MCII[H A0JKHBI MPOBOJUTHCS B
CTPOTOM COOTBETCTBHH C TEXHOJIOTHUEH MPOBEJACHUS MOIUPUKAIINNA TTPOTPaMMHBIX
KOMILJIEKCOB JJAHHBIX MOJICUCTEM.

YcranoBka u o6HoBieHue [I0 (cucteMHOro, MpUKIAAHOTO, TECTOBOTO U
T.Il.) HA KOMIBIOTEPAX MPOU3ZBOAUTCS TOJBKO C OPUTMHAIBHBIX JUIEH3MOHHBIX
TUCTPpUOYTHUBHBIX HOCUTENICH (IUCKET, KOMIIAKT TUCKOB U T.I1.).

Bce poOaBnsiemble mporpaMMHbIE W amnnapaTHble KOMIIOHEHTHI JOJKHBI
OBITH TIPEIBAPUTEIHHO MPOBEPEHBI HA PabOTOCIIOCOOHOCTH, a TAKKE OTCYTCTBUE
OMacCHBIX (PYHKIIHUM.

[Tocne ycrtanoBku (oOnoBnenus) I[1O, ammuHucTpatop Oe€30macHOCTH
JOJKEH TPOU3BECTU TpeOyeMble HACTPOWKHU CPEICTB YIPABICHHS JOCTYNOM K
KOMIIOHEHTaM  KOMIIbIOTEpa U  MpoBeputh padortocrnocodHocts [IO wu
MPaBUJIBHOCTh UX HACTPOUKH.

[Ipy BO3HMKHOBEHHHM CHUTyallui, TpeOyIOINUX TMepeadyd TEXHHUYECKUX
CPEACTB B CEPBUCHBINA LIEHTP C LIEJIbI0 PEMOHTA, aJIMUHUCTPATOp O€30MacHOCTH
00si3aH TPEeANpPUHATH HEOOXOJMMbIE MeEphl JUIsl 3aTUpaHUs 3al[UIIaeMOun
nH(popMaIK, KOTOpas XpaHUJIACh HA IUCKaX KOMIIbIOTEPA.



9.Ilopsinok kKoHTpOJIs o0ecneyeHust 3amuThbl nHGpopmanun B UCIIIH u
npuocTaHoBKH npexpocrasjaenus II/{H B ciayuyae oOHapyKeHUA
HAPYLICHUH MOPAAKA UX IPEeI0CTABJICHHUS.

Kontpons 3amutel uapopmanuu B UCII/IH - KoMIUIeKC opraHU3allMOHHBIX
U TEXHUYECKUX MEPOIPHUATUH, KOTOPBHIE OPraHU3YKOTCS M OCYILIECTBIISIIOTCSA B
LEJIAX NPEAYNPERIACHUS U NPECCYCHUsT BO3MOXHOCTH TOJIYYEHUS IIOCTOPOHHUMHU
JULAMU  OXpaHsSEMBIX CBEICHUM, BBIABICHHUS MW NPEAOTBPALICHUS YTCUYKU
UHpOpMAIIMK [0 TEXHUYECKUM KaHaJlaM, HCKIIOYEHHUS WU CYIIECTBEHHOTO
3aTpyHEHHUsS] HECAaHKUHMOHUPOBAHHOTO JocTyna K WHGOpMALMHM, XUIICHUS
TEXHUUYECKUX CPEJICTB U HOCUTENIed HHPOpMallMY, IPEA0TBPAIICHHS ClIEUATbHBIX

IPOrpaMMHO-TEXHUYECKUX BO3/ICHCTBUI, BBI3bIBAOIINX HapylIeHue
XapaKTEPUCTUK O€30MacCHOCTH WHPOpPMalMU WM pabOTOCIOCOOHOCTH CHCTEM
uHpOpMaTU3aIUH.

OCHOBHBIMHU 3a7Ja4aMU KOHTPOJIS SIBIISTFOTCSI:

- TIpOBEpKa OpraHW3alMM  BBINOJTHEHUS MEPONPHUSATHNA IO  3aIUTE
uHpopMalMK B YUPEKJCHHH, ydyeTa TpeOOBaHMM To 3amure HHPOpPMAIUU B
pa3pabaTbIBaeMbIX TJIAHOBBIX M PACTIOPSAIUTEIBHBIX JOKYMEHTAX;

- BBISIBJICHUE JIEMACKUPYIONUX Mpu3HakoB 00bekToB MCII/IH;

- YTOYHEHHUE 30H IepexBara oOpabaThiBaeMOil Ha 00BEKTaX HMHQOpPMAIUH,
BO3MOXXHBIX KaHAJIOB yTeUKH WHGOPMAIMU, HECAHKIIMOHMPOBAHHOTO JIOCTYIa K
HEHW ¥ MpOrpaMMHO- TEXHUUYECKHX BO3JIEUCTBUIM Ha HH(POPMAIIHUIO;

- TIPOBEpKa BBITIOJIHEHHSI YCTAHOBJICHHBIX HOPM M TpeOOBaHUU MO 3alluTe
UHGOPMAIIMK OT YTEUYKH MO TEXHUYECKUM KaHajaM, OLIEHKa JOCTaTOYHOCTH H
() PEKTUBHOCTH MEPONPHUATHH T10 3aIKUTe HHHOPMAIIUH,

- TIpoBepKa BhHIMIONIHEHUsT TpeboBanuit mo 3ammre MWCIIAn or
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA;

- TpoBepKa BBIMOJIHEHUS TPEOOBAHMI 1O AHTUBUPYCHOW  3allHTe
aBTOMATU3WPOBAHHBIX CUCTEM U aBTOMATHU3UPOBAHHBIX PAOOYMX MECT;

- TIpOBEpKa 3HAHUN PAOOTHUKOB MO BOMPOCaM 3alIUTHl HHPOPMAIUA U UX
COOTBETCTBHSI TPeOOBAHUSM YpPOBHA MOATOTOBKHU [IJIi KOHKPETHOTO pPabodero
MECTa;

- OINEpaTHUBHOE MPUHATHE MEP MO TMPECEUCHHIO HapyIIeHWH TpeOOoBaHMIA
(HopM) 3ammTel nHGopMaruu B UCII/IH;

- pa3paboTka  TPENJIOKEHW  TO0  yCcTpaHEHWI0  (OCIaOJICHHIO)
JEMACKUPYIOIIUX NPU3HAKOB U TEXHUYECKUX KaHAIOB YTEUKU HH(OPMAIIHUH.

10. ITopsimok oxpaHbI M Jonycka MocTOpoHHUX Juil B moMmelnenust UCII/In

B OV nomxna OBITh TpemycMOTpeHa ¢u3nUecKas OXpaHa TEXHUYECKUX
cpencte UCII/Ia (ycTpoicTB M HoOcHTenel mH(OpMAaIuu), MpeayCcMaTpruBarOIas
KOHTPOJIb JOCTylla B TIOMEIICHUS IOCTOPOHHUX JIML, HAIMYHE HAIAEHKHBIX
MPEIMSTCTBUM 1711 HECAHKIIMOHUPOBAHHOTO IPOHUKHOBEHUS B TNOMEIICHUS U
XpaHWINILE HOCUTENIEH HH(POPMAIUU.

B nomemienusix okHa ObITh YCTAHOBJICHA MTOXKAPHAsi CUTHATIU3AIUSL.



CepBepHoe u  komMmyTauuoHHoe obOopynoBanue WCIIJIlH  momxHO
HaXOJUThCS TOJ HAJEKHBIM 3aMKOM, B OTIEJIbHOM TOMEUIEHUU WJIHU
3anuparomeMcst  mkKady, KI0Y  JOJDKEH XPaHUThCAd Yy  aJMHHHUCTpaTopa
0€30MacHOCTH.

BekpeiTe W 3aKphITHE TOMENIEHUM OCYIIECTBISETCS COTPYIHUKAMU,
paboTarONMMHU B TAHHBIX TOMEIICHUSIX.

[Ipu oOHapy>XeHHH TOBPEXKICHHUS 3aMKOB, JBEpPEH WM HAJUYHUS JPYTUX
MPU3HAKOB, YKa3bIBAIONIMX HA BO3MOXHOE MPOHUKHOBEHHE B IOMEIICHUE
MMOCTOPOHHUX JIWIl, TIOMEIIEHHWE HE BCKpBIBAaeTCsA, a cocraBiusercs akr. O
MPOUCIIIECTBUY HEMEIJICHHO COODIIAETCS JUPEKTOPY.

11. 3aKJII0YHTEeJIbHbIE TT0J0KEHUS
TpebGoBanus Hactosiero Ilonoxenust o0si3aTenbHBI AJ1sI Bcero KoyuiektuBa OV,
00pabaThIBAIOIIKNX MEPCOHATILHBIE JJAHHBIE.
Hapymenue TpeGoBanuit  Hactosimero Ilomokenuss BiedeT 3a  coboi
JTUCLUIUIMHAPHYIO0, TPa)KIaHCKO-TIPABOBYIO, aJMUHUCTPATUBHYIO WM YTOJIOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBHM C 3aKOHOATEIbCTBOM Poccuiickont denepanumu.












JL0JI2KHOCTHBIE 00SI3aHHOCTH I0JIb30BaTeJIsl, OCYIIEeCTBISIOIIEro 00padoTKy
NMePCOHAJIBLHBIX JAHHBIX
PaboTHuK, ocymiecTBIs oI 00pabOTKy MEPCOHAIBHBIX JAHHBIX 00s5I3aH:
3HaTh nepevyeHb U yCI0BUs 00pabOTKH MEPCOHATbHBIX JAHHBIX B IIKOJIE.
3HaTh U IPEAOCTABIIATh HA YTBEPKIACHUE NUPEKTOPA MIKOIbI U3MEHEHUS
K CIHUCKY JIMIl, JOCTYN KOTOPBIX K TEPCOHAIBHBIM JaHHBIM HEOOXOIUM st
BBITIOJIHEHUS UMH CBOUX CITYKEOHBIX (TPYIOBbIX) 00S13aHHOCTEI.

YyacTBOBaTh B ONpEAEICHUM NOJHOMOUYMK mnonbs3oBareneit MCIIIn
(opopmiteHUM pa3pEIIUTEIBHOM CUCTEMBI JIOCTYIIa), MUHUMAJIBHO HEOOXOIUMBIX
UM J1JI BBITIOJIHEHUSI CITY>KEOHBIX (TPYIOBBIX) 00SA3aHHOCTEH.

OcyiecTBasATh YYET JOKYMEHTOB, COJEPKALIUX MepCOHATbHBIEC TaHHbIE,
UX YHUUTOXEHUE, TUO0 KOHTPOJIb MPOIEAYPhl UX YHUUTOKCHHUS.

briokupoBaTh DOCTYym K NEPCOHAIBHBIM JAaHHBIM TIPU OOHAPYKEHUU
HapYILIEHUH MopsiKa UX 00pabOTKH.

PearupoBath Ha TIONBITKM HECAHKIIMOHUPOBAHHOTO JOCTyma K
uH(OpMaIlMK B YCTAaHOBJICHHOM CT.4 HacTosieit THCTpyKIuu mopsiike.

KoHTponupoBaTh OCyIIECTBICHHE MEpPOINPUATUI 1O YCTaHOBKE U
HACTPOMKE CPEACTB 3alIUThl HHPOPMALIUU.

[lo ykazaHWiO pyKOBOJICTBA CBOEBPEMEHHO M TOYHO OTpa)kaTh
U3MEHEHNS B JIOKAJbHBIX HOPMAaTHUBHO-NPABOBBIX aKTax IO YIPABICHUIO
cpenctBamu  3amuthl  uHpopmanmmu B UCII[IH wu mnpasBwiam o0pabOTKH
NEPCOHAIBHBIX JAHHBIX.

[TpoBOANTE 3aHATUS U UHCTPYKTAXKH C COTPYAHUKAMU IIKOJIBI O IOPSIAKE
paboThl C MEPCOHANBHBIMU JaHHBIMU M U3Y4YEHHE PYKOBOJSAIIUX JOKYMEHTOB B
obnactu obecreueHrs 6€30MacCHOCTH IEPCOHAIBHBIX JIAHHBIX.

[IpoBoauTh pa3bupaTeabCTBA M COCTABICHHE 3aKIIOYCHUN MO (pakTam
HECOOMIOJIEHUsI  YCJIOBUH  XpaHEHHs HOCUTENEW TMEepPCOHAIbHBIX JTaHHBIX,
HapyIIeHUs] TpaBuil pabOThl C JOKYMEHTaMHU, COACPKAIIUMHU TEPCOHAIbHBIC
JAHHBIE, WIM 10 JIPYTHMM HapyLIEHUSIM, KOTOPbIE€ MOTYT INPHUBECTU K CHUKEHHIO
YPOBHS 3aIIMIIEHHOCTH IEPCOHAIBHBIX JAHHBIX.

KonTponupoBath  cOONIOACHHE  COTPYIHUKAMHU  JIOKAJIBHBIX  JTIOKYMEHTOB,
PETJIAaMEHTUPYIOMINX TMOPSAOK paboThl € TPOrPaMMHBIMHU, TEXHUYECKUMU
cpeactBamu MCIIJIH 1 nepcOHAIbHBIMU JTAHHBIMU.

BHocuth cBOM IIpeAJIOAKEHUS 10 COBEPUICHCTBOBAHUIO MEP 3aILUTHI IEPCOHATBHBIX
nanubix B UCIT/IH, pa3paboTKe U NPUHATUHN MEP MO MPETOTBPALIEHUIO BO3MOKHBIX
OMAaCHBIX MOCIEACTBUN HAPYIIECHUM, MPUBOISIINX K CHUKEHUIO YPOBHS
3aIUIIEHHOCTH E€PCOHAIBHBIX JAHHBIX.

OpranuzoBarh y4eT oOpalieHuil CyObeKTOB MEPCOHANBHBIX JaHHBIX,
KOHTPOJIUPOBATH 3anoiiHeHne «KypHaia yueta oOpaiieHnii CyoObeKTOB
NEPCOHANBHBIX TAHHBIX.

[IpencraBnsaTh HHTEPECHI MIKOJBI IPHU MPOBEPKaX HAA30PHBIX OPTraHoB B cepe
00pabOTKH MEPCOHANBHBIX JAHHBIX.

3HaTh 3aKOHOAATENBCTBO PD 0 MepCOHAIBHBIX JaHHBIX, CIECIUTH 32 €TO
M3MEHEHUSIMHU.

BoInonHsATh MHBIE MEPOTIPUSATHSI, TPEOYyEMble HOPMATUBHBIMU IOKYMEHTaMH 11O
3alIUTE MEPCOHANBHBIX JAaHHBIX.
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JIEMCTBUS ITIPU OBHAPYKEHHUHU IOIBITOK

HECAHKIIMOHUPOBAHHOI'O JOCTYIIA
K nonsITkaM HECAaHKIIMOHUPOBAHHOI'O JOCTYIIA OTHOCSTCS:

- ceaHChl palbOThl C TMEPCOHAIBHBIMU JAHHBIMU HE3apETUCTPUPOBAHHBIX
MOJIb30BaTENEH, WIIM TTOJIB30BATEIICH, HAPYIIUBIINX YCTAHOBICHHYIO IEPUOAUYHOCTD
JOCTyTa, WX CPOK JECUCTBUSI MOJHOMOYMN KOTOPBIX MCTEK, WM TMPEBBIIAIOININX
CBOU MOJIHOMOYHMS TI0 JOCTYNY K JIaHHBIM;

- JICHCTBUS TPETHErO JIMIIA, TMBITAIOMIETOCS TOJYYUTh JIOCTYN (WU YyKe
nosyuuBmiero goctyn) k HWCIIJH, npu wucnonp3oBaHWM yUE€THOM 3amlUCH
aAMUHUCTpatopa uiu apyroro nonb3oBatens WMCIIAH, meTtomom moabopa mapods,
UCIIOJIb30BAHMS TApOJIs, Pa3rIallIEHHOTO BIAJENbIeM YUYETHON 3aMUCH WIH JTIOOBIM
IPYTUM METOJIOM.

- [Ipu BbIsIBNIEHUHU (paKTa HECAHKIIMOHUPOBAHHOTO JTOCTYIA OTBETCTBEHHBIM
3a opranuzalio o0pabOTKH MePCOHANBHBIX TAHHBIX 00S3aH:
IIPEKPATUTH HECAHKLIMOHUPOBAHHBIN JIOCTYII K IEPCOHAIBHBIM JaHHBIM;

- JIOJIOKHTHh JUPEKTOPY IIKOJBI CIYy)KCOHOM 3amuckod o (dakre
HECAaHKIIMOHUPOBAHHOI'O JIOCTyNa, €ro pe3ynbTaTe (yCHEIIHbI, HEYCIEUIHbIA) U
IPEAIPUHSTBIX T1EUCTBUIX;

- W3BECTUTh PYKOBOJUTENS CTPYKTYPHOTO IOAPA3JEIEHUs, B KOTOPOM
paboTaeT Mmoyib30BaTeNb, OT UMEHU YYETHOW 3alUCH KOTOPOTO ObLa OCYIIIECTBICHA
MOTIBITKA HECAHKIIMOHUPOBAHHOTO JOCTyMa, O (akre HECAaHKIMOHWPOBAHHOTO
JNOCTYIIa;

- u3BeCTHTHh anmuHuctpatopa Oe3omacHoctu WCII[Jn o dakre
HECAHKIIMOHUPOBAHHOI'O JI0CTYTIA.

ITPABA
OTBETCTBEHHBI 3a OpraHU3alUi0 00padOTKH MEPCOHANLHBIX JaHHBIX UMEET MPABO:
TpeboBaTh OT COTPYIHUKOB BBIMOJHEHHUS JIOKAIbHBIX HOPMATUBHO-TIPABOBBIX aKTOB
B YaCTU padOThI C MEPCOHATbHBIMU JAHHBIMH.
briokupoBaTh AOCTYN K MEPCOHATBHBIM JAHHBIM JIOOBIX MOJb30BaTEIEH, €CIU 3TO
HEOOXOUMO ISl MPENOTBpAICHUSI HAPYIICHUS PEeXUMa 3alIUThl MEPCOHAIBHBIX
JTAHHBIX.
[IpoBoaUTh Ciiy’keOHBIE paccieoBaHUsl W OMpallUBaTh MOJIb30BaTeNe mo (pakram
HECOOJIIOJICHUS YCIIOBUM XpaHEHUsI HOCUTENEH MepCOHATbHBIX JTAHHBIX, HAPYIICHUS



npaBuil pabOThl ¢ TEXHUYECKUMH W mporpaMMmubiMu cpenctBamu WCIIIH, B TOM
YHCJIe CO CPEACTBAMU 3aIUTHl HHPOPMALIMH, WX 110 APYTUM HapyLIEHUSIM, KOTOPbIE
MOT'YT IIPUBECTU K CHHKECHUIO YPOBHS 3AIUIIEHHOCTU IEPCOHAIBHBIX JaHHBIX.

OTBETCTBEHHOCTbD

OTBeTCTBEHHBI 3a OpraHu3aluio OOpabOTKM MEPCOHANBHBIX JAHHBIX HECET
MEPCOHAIBHYI0  OTBETCTBEHHOCTh 3a COOJIOJeHWe TpeOOBaHMI  HacTOALIEH
WHcTpyKiuy, 3a Ka4eCcTBO MPOBOAUMBIX UM padoT Mo obecredyeHnio 0e30MacHOCTH
NEPCOHATIBHBIX JAHHBIX U 32 BCE JICMCTBHSI, COBEPUICHHBIE OT UMEHH €ro YYETHOU
3ancu B MCIIJIH, ecnu ¢ ero cTOpoHBI HE OBUIO MPEANPUHITO HEOOXOIUMBIX
JNEUCTBUN JJI1 TNPEAOTBpPALIEHUS HECAHKIIMOHUPOBAHHOTO MCIOJb30BaHUS €ro
Y4ETHOH 3aIIUCH.

OTBeTCTBEHHbI 32 OpraHu3aluio O0O0pabOTKM MEePCOHAIBHBIX JAHHBIX IPHU
HapyILIEHUH HOPM, PEryJIUPYIOIIHNX MMOTyYeHUe, 00pabOTKy U 3alUTy MepCOHATBHBIX
JaHHBIX CYOBEKTa, HECET AUCIUIUVIMHAPHYIO, AIMUHUCTPATUBHYIO, TPa)KIaHCKO-
IPABOBYIO M YT'OJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHM C 3aKOHOJATEIHCTBOM
Poccuiickoit ®enepanuu.
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Coraanenne o Hepa3rJjanieHu! MePCOHAJIBHBIX JAHHBIX Cy0beKTa

A

b

, TacmopT cepuu , HOMEp
, BBIJTAaHHBIN «

»

pabOTHUKOB W/WIIM yYaIlUXCS

roga, MOHUMAr0, 4TO OJIyHaro JOCTYII K ICPCOHAJIbHBIM TdHHBIM

(HaMMEeHOBaHME OPTaHU3AIINH )

S Taxke MOHMMAIO, YTO BO BPEMSI HCIOJHEHUS CBOMX OOsS3aHHOCTEW, MHE
OPUXOAUTCS 3aHUMAThbCsl COOpPOM, OOpaOOTKOM W XpaHEHHWEM MEePCOHATBHBIX

JaHHBIX.

51 moHMMaro, YTO pasrialleHHe TaKoro poja WHGOPMAIMK MOXKET HAaHSCTH
ymepd cyObeKTaM MEePCOHABHBIX JJAHHBIX, KaK MPSIMOM, TaK ¥ KOCBCHHBIH.
B cBs3u ¢ aTuM, naro 00s3aTeNbCTBO, Mpu padote (cOop, obOpaboTka u

XpaHeHUe)

C TCpCOHAJIBHBIMU OAaHHBIMU CO6JIIO}IaTI) BC€ OIIMCAaHHBIC

«ITomoxenun 00 06pa6OTKC " 3alIUTC IICPCOHAJIbHBIX JAHHBIX TpC6OBaHI/I}I.
A IMOATBCPIKAAIO, UTO HC UMCIO IIpaBa pa3rjialmiatb CBCACHHNA:

aHKeTHbIE U Ouorpaduueckre JaHHbBIE;

cBelleHHs 00 00pa3oBaHUH,

CBEJICHUS O TPYJIOBOM U OOIIEM CTaXe;

CBEJICHUS O COCTAaBE CEMbH;

NaCHOPTHBIC TAHHBIE;

CBEJICHUSI O BOMHCKOM Y4YETE;

CBEJICHUS O 3apabOTHOM MIIaTe COTPYIHUKA;

CBEJICHUS O COLMAJIbHBIX JIBTOTaX;

CIEIUATBHOCTB;

3aHUMaeMas JOJKHOCTD;

HaJInune CyJIUMOCTEN;

aZpec MecTa KUTEIIbCTBA,

JIOMAIITHUN (COTOBBIN) TenedoH;

MECTO pabOoThI WK y4eObl YWICHOB CEMbU U POJICTBEHHUKOB;
coJiep KaHue TPYIOBOTO JOTOBOPA;

MOJITMHHUKH W KOTIMH MPUKA30B TI0 TUYHOMY COCTaBY M OCHOBHOM
NEeSTEHHOCTH;

JIMYHBIE JIeNia U TPYAOBBIC KHIDKKH COTPYTHUKOB;
OCHOBAHHMS K TIPUKA3aM T10 JTUIHOMY COCTaBY;

JieNa, CoiepIKaIIie MaTepHaIbl IO TTOBBIIEHUIO KBATH(PUKAIINH 1
NIEPETIOATOTOBKE, UX aTTECTAIINH,

KOITUU OTYETOB, HATIPABIIIEMBIC B OPTaHbI CTATHCTHKH.

B

Sl nmpenynpexeH O TOM, YTO B CJIydae pas3ryialllecHUuss MHOW CBEJICHU,
KacarollMXCsl NMEePCOHANBHBIX JAHHBIX WJIM MX YTpaThl S HECY OTBETCTBEHHOCTH B
cootBetcTBUH O CT. 90 Tpynosoro Konekca Poccutickon ®@enepanumn.

« »

20 I.

(monmuce)



KYPHAJI YYETA 3AHIMITAEMBbIX
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IO PABOTE C HIEPCOHAJIBHBIMU TIAHHBIMUA

Tun HocuTe s

Homep
HOCHTeJIA

OTBeTCTBEeHHBIN 32
XpaHeHUEe HOCUTeJIs

MecTo XpaHeHUust




JI'JTACOBAHO COI'JTACOBAHO

YOTOKOJI [IEarOTHYECKOro COBETa npotokon Cosera

BOY «COI Ne4y r.Canasata MBOY «COIII Ne4» r.CanaBara
M 7L 208k % 4 or«» #L 20h. N ¥
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